SPOT THE RED FLAG

D4 | New Message | X

From: MP Jason Clare <jclare.mp@edugov.com>
To: Page Readwell <page.readwell@education.gov.au>

Subject: IMPORTANT: Educator Profile Update Required

RESPONSE REQUIRED

Dear Educator,
Your details on the National Educator Registry is due to expire in 24 hours.

To ensure your eligibility to teach remains valid, you need to immediately update your
Educator Profile and organization details here.

UPDATE NOW

MP Jason Clare

! Australian Government
5" Department of Education
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CYBER SECURITY SELF ASSESSMENT
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Use this matrix to assess your current cyber security habits and identify goals for
continual improvement to protect yourself, your family and community.

Communication

credentials or
report suspicious

credentials and
rarely report

credentials and
sometimes report

Behaviours Never Rarely Sometimes Often Always
(0 Points) (1 Point) (2 Points) (3 Points) (4 Points)
| do not check | occasionally | sometimes | often check the | always check
] check the check the ; \
. the sendar's . . sendar’s the sendar’s
Email and sendear's sendear’s

credentials and
usually report

suspicious emails.

credentials and
always report

Online Behaviour

sites or links
before engaging
with them.

security of sites
or links | engage
with,

cautious akout
the sites or links |
use.

emails. T ; . ; suspicicus emails.
suspicious emails. | suspicicus emails.
| use a password
) | have a few | use strong manager such as
| use simple . | use strong .
different passwords and Keychain,
Password passwords and passwords and
passwords but enakle MFA on 1Password or
Management naver change update them
them rarely change regularly accounts where LastPass to
' them. ' MFA is available. secure my
accounts.
| frequently
| do not follow | rarely follow | sometimes adhere to | al\_.'\.rays adhere
strictly to data
Data protocols for protocols for follow protocels protocols for protection
Protection logging out of logging out of for logging out of | logging out and
! protocols and
school platforms. | scheool platforms. | school platforms. accessing data ;
privacy laws,
securely.
| rarely update l upda_te my | regularly update : always_ ensure
| do not update ; devices ; my devices are
. : devices and | ; my devices and
Device my devices and | . accasionally and updated and
. . R, sometimes use - usually connect .
Security use puklic Wi-Fi : e am cautious e exclusively
public Wi-Fi ; . to secure Wi-fi .
networks., public Wi-Fi unsecure Wi-fi
natworks, networks,
networks, networks.,
| do not consider | am casually | am moderately | am usually very | am always
the security of aware of the vigilant and

careful about the
sites or links |
engage with.

discerning about
the sites or links |
engage with.

Training and
Policy Adherence

| am unaware of
or tdo not follow
cyber security
training and
pelicies,

I am somewhat
aware of and
accasionally

follow my
school's cyber
security policies,

| am aware of and
sometimes
adhere to my
school's cyber
security training
and policies.

| am well-
informed and
usually adhere to
my school's
cyber security
training and
pelicies,

committed to and

I 'am fully

always adhere to
cyber security
training and
pelicies,

MY SCORE:

DATE:

SCORING GUIDE:

Q - 12 points: Needs Improvement - You should immediately address critical gaps in cyber security practices.

13 - 19 points: Developing - You are aware of cyber security importance but need to adopt safer practices consistently.
20-22 points: Proficient - You maintain good cyber security habits, with occasional lapses.

23 - 24 points: Exemplary - You exemplify kest practices in cyber security consistently across all areas.
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